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functions



Sensitivity / perturbation analysis

● How model’s output depends on input, model parameters, constraints, etc.

● Often, applying local perturbation to inputs, parameters, etc., and measuring 
changes to outputs 

● Causal analysis is a type of perturbation analysis with causal structures
Term Domain Assumption Example

Perturbation Numerical "I can change      ." Adding     noise to an embedding.

Sensitivity Statistical "I want to see if     correlates with     ." Measuring if logit variance is high when a layer is removed.

Causal Structural "I believe                           ." Proving an circuit (e.g., indirect object identification) exists.



Overview

● Inherent stability issue: huge input space
○ Neural networks are essentially maps from text/image input (text/image) to 

token/class probabilities. Input space of text strings / images is huge.
○ Neural networks are strong feature extractors, but easy to hallucinate
○ Prone to spurious correlations (e.g., background colors correlate with classes, 

length of reasoning traces correlate with correctness) in training data

● To improve robustness, common to use “ablation” = deleting a part 
from the model / algorithm / dataset. 
○ It often has causal interpretation
○ From discrete (ablation, activation patching) to continuous (gradient based)



Examples of sensitivity analysis in LLMs



Prompt perturbation

● Prompt space is huge, LLMs (esp., early version) prone to prompt changes

● # of in-context examples, 
formats, rephrasing, 
ordering, class 
imbalance, all have 
impact 

Calibrate Before Use: Improving 
Few-Shot Performance of Language 
Models, 2021

https://arxiv.org/pdf/2102.09690
https://arxiv.org/pdf/2102.09690
https://arxiv.org/pdf/2102.09690


Prompt perturbation

● How to address prompt instability? calibration
● Enforce structured probability in prediction w/ or w/o finetuning

Estimate the spread of acc among a large pool of formats, Quantifying Language 
Models' Sensitivity to Spurious Features in Prompt Design, 2023

https://arxiv.org/abs/2310.11324
https://arxiv.org/abs/2310.11324


Benchmark perturbation

● Evaluation on benchmark is 
similarly impacted by prompt 
formats

● Distribution shifts or 
out-of-distribution test data

● Template-based evaluation, 
spurious information, additional 
clauses, etc.,  all expose 
brittleness

GSM-SYMBOLIC, 2025

Shattered Compositionality: 
Counterintuitive Learning Dynamics of 
Transformers for Arithmetic, 2026

https://arxiv.org/pdf/2410.05229
https://arxiv.org/abs/2601.22510
https://arxiv.org/abs/2601.22510
https://arxiv.org/abs/2601.22510


Saliency maps (originally from computer vision)

● Basic idea: Taylor expanding the network function
● For image, let          be a function that scores an image     ; often logit of the 

target class (pre-softmax numeric value)

● Visualize the gradient 

● For language models,     is the 
input token embedding, so use           

                   or similar metrics

                        Deep Inside Convolutional Networks: 
Visualising Image Classification Models 
and Saliency Maps, 2013

https://arxiv.org/pdf/1312.6034
https://arxiv.org/pdf/1312.6034
https://arxiv.org/pdf/1312.6034


Adversarial perturbation

● Originally from computer vision, class prediction easily changed with human 
indiscernible patterns 

● Adversary: Gradient of irrelevant class; Result: class prediction changed
● Why? Models can detect very subtle features (e.g., texture)

Explaining and Harnessing Adversarial 
Examples, 2015

https://arxiv.org/pdf/1412.6572
https://arxiv.org/pdf/1412.6572


Adversarial perturbation

● Similar issue in language models
● Prompt (suffix optimization) in adversarial attacks
● Given target dangerous / harmful response, optimize over prompt (suffix)

Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

https://arxiv.org/pdf/2307.15043


Influence function

● From input → output sensitivity, to training example → output sensitivity

● Dataset-level causal analysis: ablating/changing one training example

● Core idea: use taylor expansion to replace the following
○ Delete/modify one training example from the training set.

○ Retrain the entire LLM from scratch.

○ Observe the change in the test prediction.

● Originally in ~1980 statistics literature on robust statistics and outlier detection

● Technical challenges in deep learning: Hessian-vector calculation



Influence function

Loss function is     , mixing training data with     proportion of data 

Influence to parameters involves Hessian

Understanding Black-box Predictions via Influence Functions, 2017
Adapted from source

https://arxiv.org/pdf/1703.04730
https://christophm.github.io/interpretable-ml-book/influential.html


Influence function in image analysis

● Detect low-quality data 

● Detect adversarial data contamination

Understanding Black-box Predictions via Influence Functions, 2017
Adapted from source

https://arxiv.org/pdf/1703.04730
https://christophm.github.io/interpretable-ml-book/influential.html


Influence function in LLMs

● Comprehensive study by Anthropic: 
influence function traces better training 
example at larger model scales

https://arxiv.org/pdf/2308.03296

